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POSITION DESCRIPTION

Cyber Security Assurance Analyst

Position Summary

The Cyber Security Assurance Analyst supports the maintenance and operational delivery of Cyber Security
Assurance Services within a fit-for-purpose and adaptive Cyber Security Risk Management framework, to
maintain an effective and compliant cyber security posture within UNSW. The role is responsible for
supporting the regular assessment of the effectiveness of internal controls, ensuring the implemented
controls mitigate risks and supporting the delivery of proactive and regular metrics reporting of ICT services
and IT initiatives to the University stakeholders.

The Cyber Security Assurance Analyst reports to the Cyber Security Assurance Manager and has no direct
reports.

Accountabilities
Specific accountabilities for this role include:

e  Support the maintenance and operational delivery of cyber security controls assurance services
designed to assess whether minimum defensible and enhanced controls are operating effectively
and consistently.

e Conduct regular reviews, audits and assessments to evaluate the design and operational
effectiveness of internal cyber security controls defined in scope of controls assurance.

e Ensure controls effectiveness tests are performed, such as vulnerability scanning, penetration
testing, and control testing, etc., to validate the effectiveness of controls.

e ldentify and analyse potential vulnerabilities, threats, and risks to UNSW's assets and determine if
the controls are in place to adequately address them.

e Engage with key stakeholders in responding to queries associated with controls stipulated in Cyber
Security Standard.



e  Ensure the registration (on Cyber Security GRC platform) of the risks identified from controls
assurance activities.

e  Ensure that the identified risks, threats, and control effectiveness ratings are entered into UNSW's
Cyber Security TRA (Threat and Risk Assessment) platform.

e  Support the reporting of assurance to management and stakeholders that the implemented
controls are appropriately designed, implemented, and operating effectively to protect UNSW's
information assets.

e  Administer, and support the operational delivery of metrics reporting using metrics dashboard.
e  Maintain accurate records of control assessments, findings, and remediation actions.

e Anyother duties commensurate with this position and as required by the Cyber Security Assurance
Manager.

e Align with and actively demonstrate the UNSW Values in Action: Our Behaviours and the UNSW
Code of Conduct.

e Cooperate with all health and safety policies and procedures of the university and take all
reasonable care to ensure that your actions or omissions do not impact on the health and safety
of yourself or others.

Skills and Experience

A relevant tertiary qualification with subsequent relevant experience or an equilivent level of
knowledge gained through any other combination of education, training and / or experience.

¢ Aminimum of 1-3 years of experience in cyber security governance, compliance, risk management
or cyber security operations within major organisations.

e Foundational understanding of control assurance testing / auditing / identity and access
management principles and knowledge of cybersecurity principles and practices.

e Knowledge of industry-wide security standards and compliance frameworks such as ISO/IEC
27001, NIST CSF, COBIT 5 etc.

e  Relevant industry certification(s) such as CSX, CRISC, ISO/IEC 27001 Lead Implementer/Auditor,
AWS, Google, Microsoft Technology (highly desirable).

e  Ability to present with credibility and translate technical and complex information concisely for
diverse audiences using strong analytical and problem-solving skills.

e Strong negotiation and influencing skills to effectively manage key stakeholders, build robust
relationships and work with a diverse set of business and technology people across the university
and third-party vendors.

e Demonstrated high level of personal motivation, resilience, and ability to work effectively
individually or in teams.

e Anunderstanding of and commitment to UNSW's aims, objectives and values in action, together
with relevant policies and guidelines.

e Knowledge of health and safety responsibilities and commitment to attending relevant health and
safety training.

About this document
This Position Description outlines the objectives, desired outcomes, key responsibilities, accountabilities, required skills, experience and desired
behaviours required to successfully perform the role.

This template is not intended to limit the scope or accountabilities of the position. Characteristics of the position may be altered in accordance with the
changing requirements of the role.


https://unsw.sharepoint.com/sites/values-in-action
https://www.gs.unsw.edu.au/policy/documents/codeofconduct.pdf
https://www.gs.unsw.edu.au/policy/documents/codeofconduct.pdf

