
  

 POSITION 

 DESCRIPTION 
 

Position Title Senior Cybersecurity Architecture Specialist  

Classification Level 9 

School/Division University IT 

Centre/Section Cybersecurity and Technology Risk 

Supervisor Title Cyber Security Architect  

Supervisor Position Number 317944 

Position Number 323027, 821500 

 

Your work area 

UWA is making significant investments in the Information and Technology Services area to enable 

its strategic direction and goals. Cybersecurity is one of these areas and is undergoing an uplift 

in capability and delivery of new services to align with the University’s risk strategy. 

The Cybersecurity & Technology Risk unit provides risk governance, architecture & design 

assurance, and operational governance to all aspects of the cyber security domain, from 

network security, platform security, application development, cyber awareness and education, 

and security operations. 

 

Reporting structure  

Reports to: Cyber Security Architect 

 

Your role 

As the appointee you will, under broad direction, play a pivotal role in leading the evolution of 

the University's Information Security Architecture domain and related practices and services.  

You will work collaboratively with technology solution owners, project teams, and functional 

leads to integrate security controls into technology initiatives and operations across all aspects 

of information and cyber security including infrastructure, platforms, app security, policy, and 

governance. Through proactive engagement, you will ensure that technology initiatives align 

with UWA’s cybersecurity framework and risk management strategies, embedding best practice 

into the IT environment. 

 

Your key responsibilities 

Establish and build strong relationships with key stakeholders by providing high level consultative 

cybersecurity advice. 

Provide specialist advisory services to assess security controls for project initiatives, operational 

changes, and automated deployment pipelines, proposing effective mitigation controls and 

ensuring technology solutions meet UWA cyber security requirements. 

Manage and monitor the University's Information Security Architecture framework to ensure 

sustainability and efficiency of the underlying architecture and platforms, ensuring the 

framework aligns with IT and Information Management Strategy, as well as governance, 

legislative, and regulatory requirements. 

Lead and implement cyber and information security initiatives, such as security assessments, 

policy and standard design, consultative and assurance activities. 



Manage cybersecurity assurance programs, including penetration testing, vulnerability 

management, and audit issue resolution. 

Develop, implement, and manage metrics and dashboards to monitor cybersecurity 

architecture capabilities and processes. 

Other duties as directed. 

 

Your specific work capabilities (selection criteria)  

Relevant post graduate qualification or demonstrated equivalent competency. 

Extensive experience in identifying and mitigating risks across complex IT environments, including 

infrastructure, applications, deployment pipelines, and cloud solutions. 

Extensive knowledge of cybersecurity frameworks (ISO 27001, NIST, ASD ISM), risk management 

practices, and control implementation. 

High developed analytical skills with the demonstrated ability to assess and mitigate risks to 

support decision-making. 

Excellent written, verbal, and interpersonal communication skills, with the demonstrated ability 

to clearly communicate with technical and non-technical stakeholders at all levels. 

Excellent organisational skills with the demonstrated ability to set priorities, meet deadlines, and 

manage multiple projects in a fast-paced environment. 

Relevant industry certifications, including SABSA Foundations, TOGAF, CEH, CISSP, CISM or other 

security/control certifications are desirable. 

Demonstrated experience in testing effectiveness of security controls and capabilities covering 

infrastructure, platforms, applications, deployment pipeline and cloud-based solutions is 

desirable. 

Working knowledge of the higher education sector is desirable. 

 

Special requirements (selection criteria) 

Current National Police Clearance Certificate. 

 

Compliance 

Ensure you are aware of and comply with legislation and University policies.  

To learn more about the Code of Conduct, see Code of Conduct. 

To learn more about Diversity, Equity and Inclusion, see Diversity, Equity and Inclusion. 

To learn more about Safety, Health and Wellbeing, see Safety, Health and Wellbeing. 

https://aus01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.uwa.edu.au%2Fpolicy%3F%23184F3554-D498-4400-9A86-4282EED06B32&data=05%7C02%7Cadrian.wilks%40uwa.edu.au%7C6d7df9c8d1cd4359fc6a08dc6012779e%7C05894af0cb2846d8871674cdb46e2226%7C0%7C0%7C638490879636655952%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=B8ENMf%2BIGU%2FGqw9b8CJvLQbVCrygOwCXYWgFw%2Byu%2BNY%3D&reserved=0
https://aus01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.uwa.edu.au%2Fabout-us%2Fvalues-vision-strategy%2Fdiversity-equity-and-inclusion&data=05%7C02%7Cadrian.wilks%40uwa.edu.au%7C6d7df9c8d1cd4359fc6a08dc6012779e%7C05894af0cb2846d8871674cdb46e2226%7C0%7C0%7C638490879636668252%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=aWUc9IcUvZzuRM59oMe%2B7J4MO5IxrSoN%2FJftKqUviSg%3D&reserved=0
https://aus01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.safety.uwa.edu.au%2F&data=05%7C02%7Cadrian.wilks%40uwa.edu.au%7C6d7df9c8d1cd4359fc6a08dc6012779e%7C05894af0cb2846d8871674cdb46e2226%7C0%7C0%7C638490879636675875%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=tPcy11K0AyEPfabWEhdAd0UBd9kq9YoAa8rSms7cS3U%3D&reserved=0

