SERVICE TEAMWORK RESPECT SUSTAINABILITY

A THRIVING REGION OF OPPORTUNITY WHERE OUR COMMUNITIES
ENJOY A VIBRANT LIFESTYLE

ICT Security Management Officer

Division Finance and Corporate Services Department Financial and Project Services

Reports To ICT Infrastructure and GIS Direct Reports No
Coordinator

Position Purpose

Provide technical leadership in the identification, review, implementation and maintenance of Information Communication and
Technology (ICT) security within Moreton Bay Regional Council.

Key Responsibilities and Outcomes

Operational

As the ICT Security Management Officer and member of the ICT team you will:

. Provide technical leadership in the identification, review, implementation and maintenance of Information Communication
and Technology (ICT) Security within Moreton Bay Regional Council.

. Provide expert advice on all matters affecting Council’s ICT security.

. Lead the active monitoring and response to security threats to Council’s ICT and Cloud environments.

. Promote ICT security awareness for both technical and non-technical staff.

Values

At Moreton Bay Regional Council our values shape the way we behave, how we interact with each other and our customers. They
underpin our decision making and are our guiding principles. As a team member you will take individual accountability for
demonstrating the values expectations and behaviours.

Decision Making

Budget - Nil

Delegations - Delegations under the Local Government Act 2009 and as directed and published in Council’s Delegation Register

Knowledge & Experience

Demenstrated-Substantial relevant experience in a similar role or a role requiring a similar skill set.

. Significant experience managing ICT security frameworks in a complex technical environment.

. Well-developed skills in information security frameworks including: intrusion and prevention systems, endpoint security
system, email and web filtering, user identity and access management, vulnerability scanning and patch management.

. High level people and relationship skills with demonstrated ability to work in a team environment communicating and

motivating effectively at all levels of the organisation, contributing to a positive work environment with a strong focus on
provision of quality customer service.
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Degree qualification in information technology or other relevant field.
Current C class driver’s licence.

This position description reflects a summary of the key accountabilities of the position, it is not intended to be an all-inclusive
list of duties, steps and tasks. Leaders may direct employees to perform other duties at their discretion.




