POSITION DESCRIPTION

Australian Broadcasting Corporation

Label Description
Position Title: INFORMATION SECURITY ANALYST
Position no: 30005964 BACKFILL
Team: [Product & Technology]
Department Information & Cyber Security
Location: Ultimo
Reports to: CYBERSECURITY MANAGER
50042027
Classification: Technologist
Schedule: [Schedule A]
Roster cycle [Non-Rostered]
Band/level: [Band 7]
HR Endorsement: 24/07/2026
Purpose

Implement, monitor and maintain processes and controls in order to continuously improve the
delivery of Information & Cyber Security services.

Key Accountabilities

Information Security Management, Process and Control

e Under broad direction, monitor and administer security controls such as Firewalls, IPS, AV and
Web Application Firewalls.

e Provide significant guidance and support to the team on all facets of very complex technical
work, particularly in relation to cybersecurity controls and processes.

e Manage the entire lifecycle of very complex security incidents from detection through to
resolution and root cause analysis.

e Measure security control effectiveness and compliance against policy standards and identify
areas for improvement.

e Compile reports, identify trends and provide recommendations to reduce / prevent security
incidents.

¢ Run infrastructure and compliance applications, including the daily review of security reports
from Splunk.



Articulate technical security issues and requirements to management, support teams,
development teams and other businesses areas; provide recommendations on solutions.

Keep abreast of developments in the industry relevant to subject matter expertise and facilitate
internal awareness of latest directions and trends.

Risk Management

Act as a champion for security best practice to all stakeholders including — but not limited to —
developing and conducting security awareness sessions when required.

Conduct security risk assessments, ensuring compliance to standards and contracts as
applicable; identify and address security risks and vulnerabilities.

Participate in ongoing security reviews and audits and action associated items, including
developing, documenting and maintaining security procedures.

Provide high level assistance with security incident management and response, including
troubleshooting, investigation and remediation.

ABC Policies, Values and WHS Responsibilities

Actively promote the ABC values and apply all relevant workplace policies and guidelines.

Cooperate with any reasonable instruction, procedure or policy relating to safety and take
reasonable care for your own safety and that of other people who may be affected by your
conduct while at work. Additional WHS responsibilities apply to Managers and Supervisors, Team
Directors, and other Officers.

Key Capabilities/Qualifications/Experience

10.

11.

Relevant tertiary qualifications or equivalent extensive skills, knowledge and experience.

Demonstrated expert / specialist technical skills and extensive experience with enterprise
environments as well as understanding and day-to-day management of technology, applications,
infrastructure and systems used at the ABC or a similar large, complex IT environment.

Demonstrated highly advanced knowledge of Firewall technologies (Cisco and Palo Alto) and
operating systems such as Apple, Windows, Linux/Unix, IPS/IDS or similar.

Demonstrated expert ability to work with Antivirus Management, Patch Management, Encryption
Technologies (e.g. IPSec/SSL VPN, PKI) and Vulnerability assessments, Active Directory,
Multifactor Authentication, Email and web content filtering.

Demonstrated highly advanced understanding of NIST Cybersecurity Framework, ASD Essential
Eight and CIS Top 20.

Demonstrated highly advanced ability to work with vulnerability management and hardening
tools such as Qualys.

Demonstrated highly advanced problem solving skills with the ability to investigate, analyse,
diagnose, and solve very complex technical problems.

Demonstrated highly advanced ability to produce and define system security requirements,
hardening guides, security standards and security reviews of designs.

Demonstrated excellent time management skills, including the ability to establish an overall
plan of work, manage a number of initiatives, set priorities and meet deadlines.

Extensive experience with infrastructure and application compliance applications, including the
daily review of security reports from Splunk.

ABC Values: Demonstrated personal commitment to fostering an inclusive and respectful
environment, grounded in integrity and aligned with the ABC Values of aiming high, thinking
differently, taking ownership, and delivering together.



12. ABC Policies: Understanding of the relevance and scope of ABC Policies and the ABC Values and
a commitment to adhere to these; particularly in relation to complying with health, safety and
wellbeing requirements in the workplace and acting in accordance with the ABC Values.

13. Diversity and Inclusion: Ability to communicate effectively and build relationships with people
from a range of diverse backgrounds.
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