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OneSKY Security Specialist

Service Capability Assurance, OneSKY Australia Program

Position Detail

OneSKY Program :
Reports To Security Assurance Lead Group OneSKY Australia Program
Budget Service Capability Location Canberra, Brisbane,
Accountability Assurance Branch Melbourne
Delegations Nil Reports Nil

Organisational Environment

Airservices is a government-owned organisation providing safe, secure, efficient and environmentally
responsible services to the aviation industry. Each year we manage over four million aircraft
movements carrying more than 90 million passengers, and provide air navigation services across
eleven per cent of the world’s airspace. Airservices has two major operating centres in Melbourne
and Brisbhane and a corporate office in Canberra. We operate 29 air traffic control towers at
international and regional airports, and provide aviation rescue fire-fighting services at 26 Australian
airports.

The OneSKY Australia Program is responsible for the planning, development and implementation of
Airservices next generation services including the future civil-military air traffic management system
through the Program — a joint activity with the Department of Defence.

The OneSKY Program is enabling the fundamental organisational and industry transformation
required to maximise the benefits and value of the future system as expected by Airservices and
Defence customers and stakeholders.

Primary Purpose of Position

The OneSKY Security Specialist (reporting to the OneSKY Program Security Assurance Lead) is a
key specialist advisory role responsible for providing comprehensive cyber security support across
OneSKY Program portfolio.

You will directly support information systems security outcomes across OneSKY with an emphasis on
the Airservices OneSKY Defence Tower (ADOT), Regional Tower Solution (RTS), System Interface
Modernisation Program (SIMP) and Civil-Military Air Traffic Management System (CMATS), sub-
programs

You will deliver cyber security outcomes individually, as part of an Airservices team, and in
consultation with vendors and external authorities. You will have an attention to detail to track complex
security requirements across systems and domains to ensure consistency with Australian Government
security requirements under the PSPF, DSPF and ISM.

You will work with the OneSKY joint project team, vendor security representatives, and wider Defence
and Airservices security entities, to assure OneSKY security outcomes are consistent with technical,
operational and security policy and regulatory requirements. In particular, you will assist the OneSKY
Program in ensuring ADOT and RTS integration into the ATM Service capability is acceptably secure.

These security assurance activities will demonstrate the security solutions provided under the
OneSKY Program are able to operate securely and in compliance with safety requirements, which is
the central core of Airservices business.
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Accountabilities and Responsibilities

Position Specific

Support the execution of OneSKY information security analysis and management practices.
Provide expert level cyber security advice for OneSKY security plans in accordance with program
and Airservices security requirements.

Support the OneSKY Service Capability Assurance team in information security analysis and
assurance activities to secure certification and accreditation of the OneSKY project activities.
Review security documentation provided by OneSKY contractors and suppliers.

Participate in security audits of OneSKY Contractor security plans and programs.

People:

e Be part a high-performance team with an emphasis on an accountable performance culture.
e Develop and maintain effective working relationship within the OneSKY Program and other
internal and external stakeholders.

Systems, Safety and Reporting Compliance

e Drive implementation of enterprise governance systems and policies, including safety, security,
environmental, work health and safety, risk and compliance.

Demonstrate security behaviors consistent with enterprise strategies, and work within all work
health and safety accountability requirements.

Key Performance Indicators

Efficient, Effective and Accountable

Maintains effective relationships at strategic and working levels.

Provides clear advice and supports others.

Takes responsibility for personal contribution, actions, and outcomes to team and project.
Achieves program objectives.

People and Safety

o Effective engagement with peers, vendors and external stakeholders.
e Ensuring adherence to safe work practices.
e Compliance with regulatory standards, safety, risk, environmental and any other standards.

Key Relationships

As the OneSKY Security Specialist

OneSKY Program Security Assurance Lead
OneSKY Joint Project Team colleagues
Broader Airservices and Defence stakeholders
Vendor security representatives

SCA Manager

Skills and Competencies

Extensive industry experience and demonstrable career outcomes in performing Security Risk
Management in complex information systems.

Broad security requirements definition and analysis experience across information and physical
security disciplines.

A relevant information security degree or industry qualification i.e. CISSP, CISM, CPP, or proven
equivalent industry experience and certifications will be well regarded.

Relevant project management qualifications and/or security industry experience.

Detailed practical knowledge of the application of the Australian Signals Directorates Information
Security Manual and Protective Security Policy Framework.

Diversity of security risk management experience across the private and public sectors is
desirable.
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Security Clearance

e An ability to gain an Australian Government Negative Vetting Level 1 (SECRET) security
clearance.

Performance Standards and Behaviours

As a member of Airservices, you will consistently demonstrate performance standards and behaviours
that meet our Code of Conduct. This includes:

Treating everyone with dignity, respect and courtesy

Acting with honesty and integrity

Acting ethically and with care and diligence

Complying with all Airservices’ policies and procedures, and applicable Australian laws
Disclosing and taking reasonable steps to avoid any actual, potential or perceived conflict of
interest

Behaving in a way that upholds our vision, mission and values, and promotes the good reputation
of Airservices.
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