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Leadership Position Description

airservices

Manager Technology & Service Assurance

Leadership Position Detail

Head of Technology

Reports To Strategy, Assurance & | Group Technology Strategy,
Assurance & Cyber
Cyber
Leadership MRP2 Location Canberra / Brisbane

Classification

Reports — Direct

Total 3-6

Organisational Environment

Airservices Australia is a government-owned organisation responsible for the safe and efficient management of
11 % of the world’s airspace and provision of aviation rescue fire fighting services at Australia’s busiest airports.

Our people are our greatest asset with a dynamic and diverse team operating from locations across the country
from bustling cities to regional and remote locations, including an island. This team keep Australia’s aviation
industry safe every day of the year, both in the air and on the ground.

We connect people with their world safely — linking family and friends, generating economic activity, creating
jobs, and facilitating trade and tourism.

Airservices is committed to fostering a culture that is diverse, inclusive, and respectful. We encourage motivated
individuals who love what they do, value a service first mindset and embrace a challenge to explore a career
with Airservices. In return you will be a valued team member, be offered flexibility and experience a meaningful
career in an exciting, ever-evolving aviation industry.

Primary Purpose of Position

As Technology & Service Assurance Manager you will be a key leader in the Technology Strategy, Assurance
& Cyber Team, providing functional leadership to an integrated team of internal and outsourced technology and
information assurance specialists.

You will be responsible to ensure that Airservices manage its technology and information frameworks to support
business and be required to shape our assurance activities to deliver against our strategic objectives and ensure
technology resilience is achieved and sustained for the enterprise.

You will provide advice to the organisation and broader stakeholders on technology and information assurance
and governance strategies. In addition, you will ensure compliance with relevant Airservices and Whole-of-
Government policies and procedures.

You will develop and maintain a broad range of relationships to influence within internal and external
stakeholders to enable delivery of Airservices objectives with a view to safety, performance and service delivery.
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Accountabilities and Responsibilities

Position Specific
Lead a team responsible for the delivery of the following functions under relevant frameworks.

e Information Management

o Testing & Quality Assurance

e Reporting & Analytics

e Technology Risk Management
e Technology Standards

Strategy and Governance

e |M Strategy: Develop and implement a long-term strategy for future service delivery options and
assess their viability.

o Framework Interaction: Ensure consistent application of standards across all technology projects,
systems, and services. Partner with change programs to provide regulatory and standards expertise
to enable effective outcomes with a focus on safety, performance and service delivery

e Frameworks: Create and manage policies, governance, and infrastructure for relevant framework
capabilities.

e Governance Processes: Create and manage processes, roles, standards, and metrics for effective
framework management.

¢ Review, amend and introduce new technology standards and procedures as appropriate to support
organisational objectives, assure regulatory compliance and secure future safety outcomes

e Technology Assurance: Develop services to manage lessons learned and strategies for effective
technology assurance & future objectives.

¢ Risk Management: Identify, assess, and evaluate information technology management risks.

Operations and Management

e Centre of Excellence: Establish and maintain a hub for standardizing and collaborating on Information
Management (IM) and Testing Services across Airservices.

o Data Quality: Enhance data quality through data management policies and processes.

e Enterprise Information Plan: Develop, publish, and maintain the enterprise information plan.

e Coordination and Oversight: Act as the central point for all information and analytics initiatives and
transformation projects.

¢ Vendor Management: Ensure Airservices receives products and services as per third-party contracts
and make customer-centric decisions on vendor performance and new service requirements.

e Contract Negotiations: Participate in developing specifications, managing vendor evaluations, and
negotiating contracts for ICT products and services.

Compliance, Systems and Reporting

o Enterprise Risk management responsibilities

¢ Internal and external reporting obligations

¢ Internal and external compliance management and reporting.

e Technology Assurance: Develop services to manage lessons learned and strategies for effective
technology assurance & future objectives. Review and assure technology systems and services
compliance with relevant safety and risk management systems, including investigations and project
safety, risk, quality and compliance systems. Provide assurance that Technology frameworks, systems,
requirements, processes and/or procedures comply with relevant state, federal and internal regulations

e Compliance Management: Oversee internal and external technology assurance and compliance
management and reporting
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Key Performance Indicators

Efficient, Effective and Accountable

¢ Management of the enterprise technology control environment

e Oversight and management of controls within environment

¢ |dentifying remediation and or risk management requirements and ensure they are managed to an
agreed outcome.

e Shape strategic options for increased service resilience

Commercial

People

Safety

Realisation of the capability benefits in accordance with contractual arrangements with suppliers and
vendors

Ensure continuous improvement of managed service providers through active management of the
control environment.

Provide advice to establish and maintain effective services contracts with partners.

Management of Service Providers in accordance with contracts to ensure the delivery of benefits and
outcomes

Develop specifications, managing vendor evaluations including acquisition processes and participating
in negotiations with suppliers to establish contracts for the provision of ICT products and services,
ensuring suppliers are approved in accordance with Airservices procurement processes

Ensure ongoing viability of ICT contracts through consultation with management and key stakeholders,
cost analysis, and use of key performance indicators to monitor supplier performance and to ensure
continuous improvements are identified through review and benchmarking processes

Provide input into programs/projects to ensure ongoing compliance to Airservices security standards

Lead, develop and retain a high performing team by demonstrating authenticity and engaging our
people with a Know, Me, Focus Me, and Value Me focus

Contribute to Airservices goals by executing systems and processes and ensuring team objectives are
aligned to organisational strategy

Develop and maintain a broad range of relationships to influence within the value chain across the
Executive, Senior Leadership Team and develop and maintain positive and collaborative relationships
with all key stakeholders

Maintain an effective working relationship with other Airservices staff to ensure that there is effective
coordination of all activities in support of organisational objectives

Compliance with safety, risk, environmental and any other standards

Continue to deliver Airservices’ record of Safety, Environmental, WHS, Risk and Compliance
excellence.

Demonstrate safety behaviours consistent with enterprise strategies

Continue to deliver Airservices’ record of Safety, Environmental, WHS, Risk and Compliance
excellence.

Leadership

Leadership and management abilities, including the ability to lead leaders mentor talent.
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Well-developed interpersonal, representation and communication skills — including a proven
ability to develop, influence and maintain productive working relationships at all levels.
Proven track record of positively impacting organisational integration, cultural change and
workforce engagement.

Key Relationships

Senior Leaders - Provide operational and strategic advice and support to internal stakeholders on cyber
security resilience through effective use of existing capabilities, risk management, and future planning.
Business function and process owners - maintain effective working relationship with business function
and process owners to influence and ensure obligations, objectives and requirements are
operationalised.

Managed Services Providers — Works closely with service delivery partners to ensure effective delivery
of the enterprise-wide cyber security capability

Safety, regulatory and risk specialists

Assurance providers within and external to Airservices including internal audit

Change assessment and assurance providers

Change Program Heads, Project Managers and Business Change Managers

Service Delivery leaders

External regulators and agencies including CASA, Technical working groups and ICAO

Skills, Competencies and Qualifications

Technical, industry and subject matter:

A minimum of 10 years’ experience in leadership role within the technology domain.

Experience with continuous improvement methodologies (e.g. CMMI, Lean, Six Sigma).

Professional technology management & governance certification, such as COBIT, or other similar
credentials.

Knowledge of technology assurance framework, standards and policies

Working knowledge of information technologies covering all elements of the broader digital ecosystem.
Detailed working knowledge of Information assurance policies and framework and regulated
infrastructure resilience standards.

Knowledge of common information security management frameworks, such as ISO/IEC 27001, ITIL,
COBIT.

Demonstrated understanding of Service Management and ITIL

Deciding & initiating action - makes prompt, clear evidence-based decisions which may involve tough
choices or considered risks; takes responsibility for actions, projects and people; takes initiative, acts
with confidence and works under own direction

Planning & organising - sets clearly defined objectives aligned to strategic goals; plans activities and
projects well in advance and takes account of possible changing circumstances; manages time
effectively; identifies and organises resources needed to accomplish tasks; monitors performance
against deadlines and milestones.

Critical thinking & analysis - ability to analyse data from a variety of sources to identify critical insights;
able to break information into component parts, patterns and relationships; probes for further
information or greater understanding of a problem; makes rational judgements from the available
information and analysis; produces workable solutions to a range of problems; demonstrates an
understanding of how one issue may be part of a much larger system.

Developed analytical, intelligence and design skills, and the ability to be creative and innovative in
developing new or improved governance methodologies to meet changing business need

Ability to gain and maintain an Australian National Security Clearance at the baseline level or higher as
required to fulfill the current or future requirements.

You will be able to articulate how you maintain currency of new and emerging trends.
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Risk Management:

o Extensive experience in managing technology assurance outcomes using a risk-based approach

o Working Knowledge of Risk Management, and its application technology service delivery.

e Review and contribute to risk assessments considering business criticality, information sensitivity and
business resilience objectives.

Management, communication, personal and interpersonal:

e A proactive approach to customer issues and problem resolution

o Well-developed communication skills, both written and verbal

e Excellent ability to build and maintain effective working relationships and engage with key internal and
external stakeholders at all levels.

e Strong analytical skills with attention to detail.

e Ability to set clear objectives and monitor performance

e Ability to manage a team, including setting performance and objectives, managing resources and
prioritising tasks.

Qualifications

e Formal academic qualifications in an Information Communications Technology (ICT) or Technology
Engineering disciplines are highly desirable.

¢ Industry recognised qualifications in at least two of the following or similar are highly desirable:

e Certified in Risk and Information Systems Control (CRISC)

e Certified Information Professional (CIP)

e Testing & Assurance management qualifications

o Certified in Risk and Information Systems Control (CRISC)3.

e Project Management Professional (PMP) or Certified associate in project management (CAPM)3.

e |TIL Certification for IT service management.

Security Clearance

An Australian Government Negative Vetting Level 1 Security Clearance (or higher) eligibility is mandatory for
this role.
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Leadership Performance Standards and Behaviours

Airservices Leadership Standard of Know Me, Focus Me and Value Me is a clear articulation of how we expect
our leaders to lead our people supporting a culture of trust, care, and accountability.

The Airservices value chain operating model provides the basis for cultural reform of Airservices, driven by
empowered and accountable leaders working together to deliver results.

This role has a strong people focus where leadership is demonstrated through embedding positive employee
experiences and new ways of working across the following:

Lead inclusively

e Lead, coach, develop and retain a high performing team by demonstrating authenticity and engaging
our people with a Know Me, Focus Me and Value Me focus

o Every leader in Airservices must demonstrate constructive behaviours aligned with our values and
target culture of trust care and accountability.

Think strategically

e Promote, support and guide teams to drive quality delivery whilst shifting mindsets to focus on
continuous improvement and transformation.

Collaborate effectively

e Create and support an environment, which fosters an emphasis on collaboration and accountability to
promote a trust-based, inclusive culture centred on principles of care and purpose.

e Develop and maintain a broad range of relationships to influence within the value chain at an Executive,
peer and team level and positively influence internal key stakeholders.

Communicate with impact

e Create and support an environment, which fosters an emphasis on collaboration and accountability to
promote a trust-based, inclusive culture centred on principles of care and purpose.

Deliver outcomes

e Lead our people effectively to collectively contribute and deliver on Airservices goals by optimising and
developing business systems.

e As a member of Airservices, you will consistently demonstrate performance standards and behaviours
that meet our Code of Conduct. This includes:

e Treating everyone with dignity, respect, and courtesy

e Acting with honesty and integrity

e Acting ethically and with care and diligence

o Complying with all Airservices’ policies and procedures, and applicable Australian laws

e Disclosing and taking reasonable steps to avoid any actual, potential, or perceived conflict of interest

e Behaving in a way that upholds our vision, mission, and values, and promotes the good reputation of
Airservices.
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